[Tpunoxenne Ne 2
NHO®OPMALIMOHHAS TAMSATKA UISA OBYYAIOIIUXCS

C Ka>XIbIM I'OJOM MOJIOAC)KH B MHTCPHCTC CTAHOBUTLCA 6OJ'ILHIC, 4 IKOJIbBHUKH
OJHH N3 CaMBbIX aKTHBHBIX MOJIb30BaTeNeH PYHGTa. MG}KI[y TEM, IOMHUMO OI'PpOMHOTIO
KOJIM4YCCTBA BOSMO)KHOCTGﬁ, HHTCPHCT HCCCT U HpO6JI€MI>I. OTa mamsTkKa JOJIDKHA
ITOMOYb TeOe Oe301macHo HaXOAHUTHBCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMmnbroTepHblii BUpPYC - 3TO pPa3sHOBUAHOCTH KOMIIBIOTEPHBIX MPOrpamw,
OTIMYUTEIHHON 0COOEHHOCTBIO KOTOPOM SIBISIETCSI CIOCOOHOCTh K pa3MHOXKEHHIO. B
JOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT MOBPEAUTH MJIU MOJHOCTBIO YHHUTOXHUTH BCE
¢daiinpl ¥ JaHHBIE, MOAKOHTPOJIBHBIE IOJIB30BATEN0, OT MMEHHM KOTOpOro Oblia
3alylieHa 3apa)K€HHas NporpaMma, a TaKKe MOBPEIUTb WM JIaXKE YHUUTOKUTH
OIEpallIOHHYI0 CHUCTEMY €O BceMH (ailiamu B 1LelIOM. B OosbLIMHCTBE ciiyyaeB
PacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTonbl 3aIUThl OT BPEAOHOCHBIX IIPOrPAMM:

1. Mcronb3yil COBpPEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, UMEIOIIUE CEPHE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. lTlocrossHHO ycraHaBnuBaii mnadtu (UUQPPOBBIE 3aIIATKH, KOTOpPbIE
aBTOMATUYECKM YCTAaHABIIMBAIOTCA C LEJIbI0 JOPA0OTKH MpOrpaMMbl) U JIpyrue
OOHOBJIEHUSI CBOEH oneparMoHHOM cucTeMbl. CKaunBail UX TOJIBKO C O(ULIHATIBEHOTO
caiita pa3paborunka OC. Ecnu cymiecTByeT peKUM aBTOMAaTHUYECKOTO OOHOBJICHUS,
BKJIKOYH €r0;

3. Pabortaii Ha cBoeM KOMIbBIOTEpE IMOJ MpaBaMH MOJb30BATENsA, a HE
aJMUHUCTpATOpa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MpPOrpaMm
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonp3yld aHTUBUPYCHBIE IPOTPaMMHBIE  IPOAYKTBI  MU3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5. Orpanunub pU3NUECKU JOCTYN K KOMIBIOTEPY JIJIsl IOCTOPOHHMX JIULL;

6. Mcnonp3yil BHELIHUE HOCUTENINU UHPOPMALIMK, TaKHe KaK (IelKa, IUCK WU
(aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIOBIOTEpHBbIE (haliiibl, TMOJYYEHHBIE U3 HEHAJEKHBIX
UCTOYHUKOB. [[axe Te (haiinbl, KOTOpbIE MpUcal TBOM 3HAKOMbIU. Jlydllle yTouHu y
HEro, OTMIPABIISI JIK OH TeOe UX.

Cern WI-FI

Wi-Fi - 3170 He Bua mepefayd AaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIL OpEHI,
mapka. Eme B 1991 romy Humepmanjickas KOMIIAHUS 3aperdCcTpUpoBalia OpeH.
"WECA", uto o0o3Hauano cinoBocouetanue "Wireless Fidelity", xotopsIit
MEePEBOAUTCS Kak "OecpoBOAHAS TOUHOCTH'.

Jlo Hamiero BpeMeHH JIoNuIa apyras ab0peBuaTypa, KOTopast SIBIISIETCS TaKOM ke
TexHosorue. Ito abopesuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHJapT BhICIIEH 3ByKoBoW TexHuku Hi-Fi, uTo B mepeBoae o3HauaeT "BhICOKAs
TOYHOCTH'".



Jla, OecruiaTHBII WHTEPHET-IOCTYN B Kade, OTENIX W adporopTax SIBISETCS
OTIIMYHOM BO3MOKHOCTBIO BBIXOJ]a B HHTEpHET. HO MHOTHE SKCTIEPTHI CUYUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30M1aCHBIMH.

CoBeTbl 110 0€3011aCHOCTH pabOTHI B 00IIEI0CTYIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JIMuHyt0 HH(pOpMaIHIO depe3 obrieaoctymnHbie Wi-Fi
cetu. PaboTas B HUX, *enaTelbHO HE BBOJUTH MAPOJIH JOCTYIA, JOTUHBI U KaKHe-TO
HOMEDA;

2. Wcnons3yih 1 OOHOBIIAM aHTUBHUPYCHBIE MpOTrpaMMmbl U OpaHamayep. Tem
cCaMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPONCTRBO;

3. [Ipu ucnonszoBannu Wi-Fi otkimoun ¢pyrknuto "O0mwmii noctym K daiinam u
npuntepam". JlanHas ¢QyHKUIHA 3aKphiTa TO YMOJIYAHUIO, OJHAKO HEKOTOPHIE
MOJIB30BATENM AKTUBUPYIOT €€ JIJIsl yI0OCTBA MCIIOJIb30BaHUs B paboTe i yuebe;

4. He ucnons3yit nyosnunbiii WI-FI 11 nepenaun TM4HBIX JaHHBIX, HAIPUMED
JUTSI BBIXO/IA B COIMATIBHBIC CETH WJTU B DJICKTPOHHYIO TTOYTY;

5. Mcnonb3y# ToJbKO 3amuineHHoe coenunenne yepes HTTPS, a ue HTTP, T.e.
npu Habope BeO-asipeca BBOAM UMEHHO "https://";

6. B moOunbHOM Tenedone otkiaroun Qynkiuo "Tlogkmoduenue k  Wi-Fi
aBromatuuecku'". He momyckait aBTOMaTHYECKOTO MOKIIOYEHHS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero coracusl.

ConunajabHble CeTH

CounayibHbIe CETH aKTUBHO BXOJISAT B HAIy >KM3Hb, MHOTHE JIIOJU PabOTaIOT U
YKUBYT TaM MOCTOsIHHO, a B Facebook yxe 3apeructpupoBan Musuinap/ 4€iI0BeK, YTO
SBISIETCSI OJHOM CEIbMOM BCEX JKHUTEICH IUIaHEThl. MHOTHE MOJIL30BAaTEId HE
MOHUMAIOT, YTO MH(OpMAIIHS, pa3MEIeHHAsS UMU B COLIUATIBHBIX CETSIX, MOXKET OBITh
HaliJleHa U MCIOJIb30BaHa KEM YTrOJHO, B TOM YHKCJE HE 00s3aTEeNbHO C OJarumMu
HAMEPEHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMAIBHBIX CETSIX:

1. Orpanuub cUCOK Jpy3ed. Y TeOsi B APY3bsiX HE JODKHO OBITH CIYYaHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amumiail CBOIO 4acTHYIO *u3Hb. He ykaspiBail maponu, TenedoHsl, aapeca,
JIaTy TBOETO POXKIACHUS U IPYTYIO JUYHYI0 MHGOPMAIHIO. 3J0YMBIILIEHHUKH MOTYT
WCIIOJIB30BaTh Jlake MHGOPMAIMIO O TOM, KaK Thl MU TBOM POJUTENH IUIAHUPYETE
MPOBECTU KAHUKYJIbI,

3. 3amuinai CBOIO pemyTaluio - JIEPKU €€ B YUCTOTE U 3aj]aBail cebe Bompoc:
XOTeJ OBl Thl, UTOOBI APYTHUE MOJB30BATEIN BUACIH, UTO Thl 3arpy»kaeib? [logymaii,
MPEeXEe YeM YTO-TO OIMyOJIMKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecnu TBI TOBOpHUIIb C JIOJIBMH, KOTOPBIX HE 3HACIIb, HE HMCIOJIb3YH CBOE
peallbHOEe UMS U JAPYTYIO JIMYHYIO HH(POPMAIUU: HUMS, MECTO >KUTEIhCTBA, MECTO
yueObl U TIpoUee;

5. N3beraii pasmemenus (ororpaduit B MHTEpHETE, T/IE THI M300paKEH Ha
MECTHOCTH, 10 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOMOJIOKECHUE;

6. [Ipu peructpamuivi B CONMAIBHON CETH HEOOXOIMMO MCTOJB30BaTh CIOKHBIC
MapoJIu, COCTOSIIINE 13 OYKB U ITU(P U C KOJUIECTBOM 3HAKOB HE MEHEe §;

7. s colManbHOM CeTH, MOYTHl U APYTUX CATOB HEOOXOIMMO HCIOIb30BATh
pasnblie maposid. Torma eciau Te0si B3JIOMArOT, TO 3I0YMBIITUICHHUKY TOTy4YaT TOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.



JIEKTPOHHBbIE JeHbIH

DONEeKTpOHHBIE JEHBIM - 3TO OYEHb YJIOOHBIA CMOCOO MIIaTeXed, OJHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPHIE XOTAT MOJIYYUTh 3TU JEHBIH.

DNEeKTPOHHBIEC JIEHbIU TMOSBUJIUCH COBCEM HEJABHO M MMEHHO H3-3a 3TOTO BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM QYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, Tl UX
pa3ensioT Ha HECKOJIbKO BHIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIia B TOM, 4TO
aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pemiaeTcss IMPOBOAUTH OMepanun 0e3
UACHTU(UKAIINK TOJH30BATENsA, & B HEAHOHUMHBIX HACHTU(UKALNS TOIb30BaTEINs
SBIISIETCS] 00S3aTEIHHOM.

Taxxe craemyer pa3nuuyaTh JJCKTPOHHBbIE (HUATHBIE JEHBIM  (PaBHBI
TrOCY/IapCTBEHHBIM BaJIOTaM) U SJCKTPOHHBIE He(pUaTHbIE JACHBIH (HE paBHBI
roCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30IMacHON PabOTe C INEKTPOHHBIMU JIEHBAMU:

1. ITpuBsku K cueTy MOOWIBHBINA TeleoH. ITO caMblil yAOOHBIN U OBICTPHINA
croco0 BOCCTaHOBUTH JOCTyN K cuery. llpuBsi3aHHbI TeneoH MOMOXKET, €CiU
3a0yJenib CBOM IUIATEXKHBIM MMapojb WM 3aiiienb Ha calT ¢ HE3HaAKOMOIO
YCTPOMCTBA;

2. MUcnonp3yit onHopaszoBble maposu. llocne mnepexoga Ha yCHIIEHHYIO
aBTOpHU3alMI0 TeOe yxe He OydeT yrpokarb ONAaCHOCTh KpakKHM WIIM IepexBara
IJIATEKHOTO MapOJIs;

3. BriOepu cnoxubiii maponb. I[lpectymHukam OyAeT HE MOPOCTO Yrajaarhb
CJIOXHBIN naposib. HajexxHple maponu - 3T0 Mapoid, KOTOPhIE COAEpkKaT HE MeHee 8
3HAaKOB M BKJIIOYAIOT B c€0s CTPOYHBIC W MPOMHUCHBIE OYKBBI, IIU(PPHI U HECKOIBKO
CUMBOJIOB, TaKuMe€ KaK 3HaK Jojuiapa, (yHTa, BOCKJIMIATEIBHBIA 3HaK © T.II.
Hamnpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHbBIE HAa CaliTaX, KOTOPHIM HE J10BEPSEIlb.

DJIeKTPOHHAS MOYTA

DNEeKTpoHHAs IOYTa - 3TO TEXHOJIOTHMS W MPEAOCTaBIIEMBIE €H0 YCIYyTH IO
NEPEChUIKE U MOJIYYEHHUIO AJIEKTPOHHBIX COOOUICHWM, KOTOpbIE paCHpEelessItoTCs B
KOMIBIOTEpHOU ceTh. (OOBIYHO AJIEKTPOHHBIM MOYTOBBIA  SIIIUK  BBITJISIUT
CJIeIyIOIUM 00pa3oM: UMs_IOJIb30BaTesI(@UMs_NoMeHa. Takxke Kpome rnepeaadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh MIEpeiaBaTh (pailiibl.

OcHOBHBIE COBETHI IO 0€30MaCHOM padOTE C AIEKTPOHHOU MOYTOM:

1. Hapo BeIOpaTh NmpaBUiIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIIM
BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUIlle JOBEPSTh TEM, KOTO 3HACIIIb
Y KTO NIEPBBIA B PEUTUHTIE;

2. He yxa3piBail B nIW4yHOW TouTe JUYHYIO WH(popmaruio. Hampumep, myurie
BbIOpaTh "My3bIKanbHbIN _(panat@" win "pox2013" Bmecto "temal3";

3. Ucnonp3yil ABYXATAlHYI0 aBTOPU3aLMI0. DTO KOrJa MOMHUMO MAapoJisl HYKHO
BBOJUTH KOJ, MpUChLIaeMbIi M0 SMS;

4. BpiOepu CIOXHBIM Taposb. JJIg KaXaoro mo4ToOBOro SIIUKA JIOHKEH OBITH
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOKHOCTb HalMcaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH



3Ty BO3MOXKHOCTb;

6. Mcnosib3yid HECKOJBKO MOYTOBBIX SIIUKOB. [IepBblid 411 YaCTHOW NMEPENUCKU
C ajapecaramu, KOTOPBIM Tbl JOBEpSCIIb. IJTO DJJIEKTPOHHBIM aapec HE HaAo
UCIOJIb30BaTh NIPU PErUCTpaliii Ha (opyMax u cailTax;

7. He oTkpwiBail (aityibl M JpyrHe BJIOKEHHUS B MHChbMax, JTaKe€ €CIU OHHU
NOPUILIA OT TBOUX JApy3el. Jlydille yTouHM y HHMX, OTHPABJsUIM JIU OHU TeOe 3TU
(baiisr;

8. Ilocne okoHuYaHusi pabOTHI HA MOYTOBOM CEPBUCE TMEPE]] 3aKPhITHEM BKJIAJIKU
Cc caiiToM He 3a0yap HaKaTh Ha "BeidT".

Ku6epOy1jimHr wiim BUPTyajibHOE U3/1€BaATEJIbCTBO

KubepOymnuHr - mpeciiefoBaHue COOOIEHUSIMH, COICPKAIMMMH OCKOPOJICHUS,
arpeccHio, 3amyruBaHue; XYJIUTaHCTBO; COLMAIbHOE OOWKOTUPOBAHHE C MOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He Opocaiics B Ooi. Jlyumuii croco0: MOCOBETOBAThCA KakK ceOs BECTH W,
€clii HEeT TOro, K KOMY MOYKHO OOpaTHTbCs, TO BHadajle YCIOKOUTbcs. Eciu Tbl
HAYHEIIb OTBEYaTh OCKOPOJIECHHUAMHU Ha OCKOPOJEHMs, TO TOJBKO euie OoJblle
Pa3oXKeIb KOH(IIHUKT;

2. Yupapisi cBoet kubeppemyTaiuei;

3. AHOHUMHOCTh B ceTH MHUMas. CylIecTBYIOT ClIOCOOBI BBISICHUTh, KTO CTOUT
32 AaHOHUMHBIM aKKayHTOM;

4. He crouT BeCTM XyJHMIaHCKUH 00Opa3 BUPTyaJdbHOU >XU3HU. HHTEpHET
(GuKcUpyeT BCce TBOU JACHCTBUS M COXpaHSET HUX. YJalnuTh UX OyAeT KpaiiHe
3aTPYAHUTEIIBHO;

5. CoOmro1ail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOJNY;

6. MHWrnopupyii enuHuuHbpli HeratuB. (OJHOpPa3OBbIE OCKOPOWTEIBHBIC
COOOIICHHMS JIydllle UTHOpUPOBaTh. OOBIYHO arpeccus MpeKpamiaeTcss Ha Ha4aJIbHON
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B
COLIMAJBHBIX CETAX €CThb BO3MOXXHOCTh OJOKMPOBKH OTHPAaBKH COOOLICHUH C
OIPENIECIICHHBIX aJPECOB;

8. Ecnu 1h1 cBUmeTenb kubepOysuinHra. TBOM JEHCTBUSA: BBICTYNHUTH MPOTHB
IpecienoBaTens, MOKa3aTb €My, YTO €ro JEWCTBHS OLEHHUBAKOTCS HETATUBHO,
NOJAJIEpXKaTh KEPTBY, KOTOPOW HYXHa I[ICUXOJIOTMYECKasi IOMOIlb, COOOIIUTH
B3pOCIBIM O (PaKTe€ arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIi TesedoH

CoBpeMeHHble cMapThOHBI M TUTAHIIETHI COJIEpKAaT B ce0€ BIOJHE B3POCIBIMA
GyHKIIMOHAT, ¥ Temephb OHU MOTYT KOHKYpPHpPOBaTh CO CTallMOHAPHBIMU
KoMIibroTepamu. OJIHAKO, CPEACTB 3alTUTHI VISl TIOJIOOHBIX YCTPOMCTB TOKA OYCHD
Majo. TecTupoBaHUe U MOUCK YA3BUMOCTEH B HUX MPOUCXOJUT HE TaK UHTCHCHUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TTPHIIOKEHUH.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPaKTUYECKU JOTHATN HACTOJHHBIC
aHaJIOTH, OJIHAKO pacliupeHue (PyHKIIMOHANIa BIEUET 32 CO0O0M OOJIBIIYIO CIIOKHOCTD
¥ MEHBIITYIO 3alTUIIICHHOCTb.



Jlaneko HE BCe NPOM3BOAMTENN BBIMYCKAIOT OOHOBJICHHS, 3aKPbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI AJIs 0€30MaCHOCTH MOOUIILHOTO TesieoHa:

Huuero He sBisieTcst mo-HacTosiieMmy OecruiaTHbIM. Bynb ocTopokeH, Beib
Korja Tede npeayiaraloT OeCIyIaTHBIN KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHE-TO
IJIATHBIE YCIIYTH;

Hymaii, mpexsie uem ornpaButb SMS, hoTo unn Buseo. Thl TOUHO 3HACHIB, I71€
OHM OyAyT B KOHEYHOM UTOTE?

Heo6xoammo 0OHOBIIATH ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(hOHa;

Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI JUII MOOMITBHBIX Telle(hOHOB;

He 3arpyxail NmpuiaoXeHHS OT HEW3BECTHOTO HCTOYHHKA, BEAb OHH MOTYT
COJZIEp>KaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUCHHUE;

[Tocrme TOro kak Thl BBIWACHIb C caiiTa, TJ€ BBOAWI JUYHYIO HH(POPMAIHIO,
3aiiIn B HACTPOMKHU Opay3epa U ynanu cookies;

[lepuoguyeckn mpoBEpsid, KaKWE IUJIATHBIE YCIYTM aKTUBHPOBAHBI HAa TBOEM
HOMEpE;

JlaBaii cBoil HOMep MOOUIIBHOTO Tene(OHa TOIBKO JIOASIM, KOTOPBIX Thl 3HACIIb
Y KOMY JIOBEpsICLIb;

Bluetooth momken ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE MOJb3yenibes. He 3a0biBait
WHOT/Ia IPOBEPATH 3TO.

Online urpobi

CoBpeMeHHBIE OHJIAWH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE Pa3BIICUCHUS,
OOBEAUHSIONINE COTHU THICAY YEJIOBEK MO BceMy MUpPY. UrpokH ucciaeayroT JaHHbIA
UM MUp, OOIIAIOTCS APYT C APYTOM, BBIOJIHAIOT 3aJaHusl, CPAXKaITCI ¢ MOHCTpaMU
U TIOJIy4YarOT ONBIT. 3a YJOBOJBCTBHUE OHM ILIATAT: MOKYIMAKT AUCK, OIUIAYMBAIOT
a0OHEMEHT WJIN MPUOOPETAIOT KAKUE-TO OIIIHH.

Bce atu cpeacTBa uayT Ha MoaAep KaHUE W Pa3BUTUE UIPHI, a TAKKE HA camy
0€30I1acCHOCTh: COBEPILIECHCTBYIOTCS CHUCTEMbl aBTOPU3ALIMU, BBITYCKAIOTCS HOBBIE
naTyu (Mu@poBbIe 3aMIaTKU Ul TPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mogoGHBIX urpax CTOUT ONacaThCsl HE CTOJBKO CBOMX CONEPHUKOB, CKOJIBKO
Kpakl TBOETO MapoJis, Ha KOTOPOM OCHOBAaHA CHCTE€Ma aBTOPHU3ALMH OOJBIIMHCTBA
Urp.

OcHOBHBIE COBETHI IO O€30MACHOCTH TBOETO UTPOBOTO aKKAyHTa:

1. Ecnu npyroit urpok BefeT ceOsl MIOXO WM co3AaeT TeOe HENpUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Ioxanylicss agMUHHACTPATOpaM WIPbl HA TUIOXOE MOBEJIECHHE 3TOTO0 UIPOKa,
YKEJIATEJIbHO NIPUJIOKUTHh KAKHE-TO J10KA3aTENIbCTBA B BUJIE CKPUHOB;

3. He yxa3bIBaii TuuHy0 HHGOpMaLKIO B Ipodaiisie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnmmBait HeopuIManbHbIC TATYH U MOJIBI;

6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. JJaxke BO BpeMsl UIPbl HE CTOMT OTKIIFOYATh aHTUBHpYC. [Ioka Thl urpaemuip,
TBOW KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIHHT WA Kpaika JIMYHbIX JaHHbIX



OOBIYHOM Kpaxkel JeHET U JOKYMEHTOB CETOHS YK€ HUKOTO HE YJWBHIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUH 3JI0YMBIIUICHHUKH TEPEMECTUIIUCH B HHTEPHET, U
MPOJIOIKAIOT 3aHUMATHCS " TFOOUMBIM" JEJIOM.

Tak mosiBUsIaCh HOBasi yrpo3a: MHTEPHET-MOILIEHHUYECTBA WM (PUIIIMHT, TJIABHAS
1[eJ1b KOTOPOT'0 COCTOUT B MOJTYYEHUU KOH(PUACHIIMAIBHBIX JAHHBIX MOJIb30BATENCH -
JOTUHOB U mapoJie. Ha anrmmiickoMm si3pike phishing uuraercs xak (QumuHr (0T
fishing - peioHas moBis, password - mapoJb).

OCHOBHBIE COBETHI 110 OOpHOE ¢ PUIITUHTOM:

1. Cneau 3a cBouM akkayHTOM. Eciu Thl moo3peBaeliib, 4TO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBaThH €€ M COOOIMHUTH AIMUHUCTpPATOpaM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Hcnonp3yit Oe3zomacHble BeO-CaliThl, B TOM YHCJIC, HHTCPHET-MarasuHoB
MTOMCKOBBIX CHCTEM;

3. Hcnonw3yil cnokHble W pa3Hble mapoiu. Takum o0pa3oMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKU TMOJy4YaT JOCTYH TOJBKO K OJHOMY TBOEMY
npouIIIo B CETH, a HE KO BCEM;

4. Ecnu Tebst B3IOMa, TO HEOOXOAUMO MPEIYIPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE JI00aBJICHBI y TEOS B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAIN U, BOZMOXKHO, OT
TBOET0 UMEHHM OyJIeT PacChUIaThCA CIIaM U CCHUIKU Ha (PUIITMHTOBBIE CAThI;

5. YcranoBu HaaexHbii napois (PIN) Ha MOOWIBHBIN TenedoH;

6. OTKJII0YM COXpaHEHHUE MapoJisl B Opay3epe;

7. He oTkpbIBail (ailibl U Jpyrue BIOXKEHUS B MHCbMaX, JaXK€ €CIH OHH
NPUILTA OT TBOWX Apy3eld. Jlydime yTouHM y HHMX, OTHOPABISUIA JIA OHU TeOe ATH
(baibl.

Hudposas penyrauus

[udposas pernyTarus - 5T0 HEraTUBHAS WU MMO3UTUBHAS MH(OpPMAIUS B CETH O
tebe. Kommpomerupyromass uHpopMaius, pa3MelieHHas B HWHTEPHETE, MOXKET
CEphEe3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOM xu3HU. "[{udposas pemyranus"
- 9TO TBOW UMHJIXK, KOTOPBIN popMupyercst u3 uHbopmar o Tebe B MHTEpHETE.

TBOe MecTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, OCOOEHHOCTH
XapakTepa U pacckaszbl O OJIU3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K IyOJMKAIlUU JIMYHOU
uHpopmanuu B NHTEepHETE, HE MOHMMAsl BO3MOXKHBIX TNOCHIeACTBUU. Thl naxe He
CMOJKEIlIb JIOTaaThCsi O TOM, uTo (GoTorpadus, pazMelieHHass 5 JeT Ha3ajd, craja
NPUYUHON OTKa3a MPUHATH T€0s Ha paldoTy.

KommenTtapuu, pasmenienue TBoux Gororpaduii u npyrue AEUCTBUS MOTYT HE
MCYE3HYTh JaXke MOCJie TOro, Kak Thl UX YAAJIHIIb. Thl HE 3HACIIb, KTO COXPAHUI ATY
uH(popMaIuIo, Momnajga Jd OHa B TMOMCKOBBIE CHCTEMbl U COXpaHWIACh JU OHA, a
TJIaBHOE: YTO MOJAYMAIOT O Te0e OKPYKAIOIIHE JIFOAN, KOTOPHIE HANAYT U YBUIAT ITO.
Haiitn wHpOpManmio MHOTO JET CIYCTS CMOXET JI000H - Kak H3 JO0OpbIX
noOyXICHHH, TaK ¥ C HAMEPEHHUEM MIPUIUHUTH BPEI. DTO MOXKET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI IO 3aIIUTE MU(PPOBOH pEITyTaIUU:

1. TTogymaii, pexae 4eM 4TO-TO MyOJMKOBaTh W TEepeaaBaTh y ceOs B Oyore
WK B COLIMAJILHOM CETH;

2. B mHactpoiikax mnpoduiis yCTaHOBHM OTPAaHWYEHHUS] HAa MPOCMOTP TBOETO
npoduIsi ¥ €ro COAECPKUMOTro, cliesiai ero ToJabKo "1 Apy3eit”;



3. He pasmemaii u He yka3piBail MH(OpMAIMIO, KOTOpas MOXET KOro-Iudo
OCKOPOJISATH WA OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHbIE  IIKOJbHUKM -  aKTUBHBIE  I0OJb30BaTeNud  LU(PPOBOTO
npoctpaHcTBa. OJHAKO JAJIEKO HE BCE 3HAKOT, YTO II0Jb30BAHWE MHOTHMMH
BO3MOXKHOCTSIMU ~ LMpoBOro  Mupa  TpeOyeT  cOOMIOIeHUs  OpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH '"WHTEIEKTyalbHass COOCTBEHHOCTh' OTHOCUTCA K Pa3IMYHbIM
TBOPEHUSM YEJIOBEYECKOTO0 yMa, HayuHash C HOBBIX H300pETEHU M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOAYKTHI W YCIYTH, U 3aKaHYUBas KHUTAMH,
dororpadusaMu, KHHOPHIBMaMU U MY3bIKAJIbHBIMH ITPOU3BEIACHHUSIMH.

ABTOpCKHE TpaBa - 3TO NpaBa HAa HWHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IPOU3BENICHUS HAyKH, JUTEPATypbl U MCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B
KayeCTBE TapaHTHU TOTO, YTO UHTEJUIEKTYaIbHBIN/TBOPUECKUHN TPy aBTOpa HE OyneT
HAIpacHbIM, JTaCT €My CIIpaBeAJIMBbIE BO3MOXKHOCTH 3apaloTaTh Ha pe3yJbTaTax
CBOETO TPYyJAa, NOJYyYUTh U3BECTHOCTh U Ipu3HaHue. Hukro 6e3 pasperieHus aBropa
HE MOXET BOCHPOM3BOJAUTH €ro IPOU3BENEHUE, PACIPOCTPAHATh, MYOJIUYHO
JNEMOHCTPUPOBaTh, NpPOAABaTb, HMIOPTUPOBAaTh, IyCKaThb B MpPOKaT, MYyOJIUYHO
UCIIOJIHSATh, IOKa3bIBaTh/UCIIOJIHATH B 3dUpe WiK pazMeniath B IHTepHeTe.

Hcnons3oBanue "MUpaTcKoro’ mporpaMMHOIO 0O€CIeUeHUsT MOKET PUBECTH K
MHOTHM pHUCKaM: OT NOTEPU JAHHBIX K TBOUM aKKayHTaMm A0 OJOKHMPOBKU TBOETO
YCTPOMCTBA, T/I€ YCTAaHOBJIEHA HeJlerayibHasi nporpamMma. He cTouT Takxke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETalbHbIE U OECIUIATHBIE MPOTPAMMBI, KOTOPbIE MOXHO HAaWTH B
CETH.

O noprane

CereBu4OK.p(d - TBOU TJIABHBIA COBETYMK B CETU. 37€Ch Thl MOXKEIb Y3HATh O
0e30MacHOCTH B CETH TOHSATHBIM M JOCTYHHBIM SI3bIKOM, a MPU BO3HHUKHOBEHUU
KPUTUYECKON CHUTyallud OOpaTUTHCA 3a COBETOM. A TakKe MPUHATH ydacThe B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IpaskIaHUHOM !



